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S naps h ot
I ntrodu c t io n
Lots of charities have approached the Transform Foundation over the last year
asking us for guidance about how General Data Protection Regulation (GDPR) the EU’s forthcoming regulation on data protection – will impact them and what
they need to do to ensure they are compliant. With GDPR coming into force on
May 25th 2018, these queries have become more and more frequent.

K ey cont r ibuto rs
To help address these concerns, we engaged the support of the Managing
Director at Accenture that has been leading their work on GDPR. Working with
Nick Taylor, we have put this White Paper together as our first response to answer
some of the queries we have received.
It provides an explanation of what GDPR is, summarises the key impacts it will
have on the charity sector and provides advice on some steps charities can take to
be prepared for it.
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gdpr
Wh at is GDPR?
So the GDPR aims to update legislation to make it more applicable to today’s world –
as the current guidance is dated by some 20 years. It expands the definition of data
to include information about us from a physical, physiological, economic, mental,
genetic, cultural and social identity perspective – which will have an impact on every
charity that takes a donation in some shape or form.
This is a different way of thinking of personal data, as you no longer own the data –
the data subject owns their data and as such can make new demands as to what is
done with their information. This comes into effect in May 2018, and although that
seems a way off, there are a number of activities and measures that need to be in
place, requiring action to be taken now.

Why is GDPR re le va nt to c h a r it ies?
Personal data is the lifeblood of charities. We deal with the intricacies of life; with
organisations for birth, bereavement, bonding, betrayal, blindness, betterment,
building, bankruptcy, etc. This being one letter and a small slice of the plethora of
support we provide. In this we have people’s most intimate details, their personal
facts concatenated into the 0’s and 1’s of our systems, and with the obligation to
ensure these are kept secure and are used responsibly.
We have been driving this through our organisations as data protection, but a change
is on the way in terms of regulation. This is a good thing – as it ensures that our
personal details are ours to own and for companies to provide transparency in how
they collect, maintain, process and delete the data we have agreed to provide them.
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R E P O R T I N G D ATA B R E A C H E S
72 h our re quire me nt
One of the main changes are that ‘data controllers’ and ‘data processors’
are required by law to report a general personal data breach to
supervisory authorities within 72 hours. This will put huge emphasis on
the role of the data processor(s) - which may be a third party provider
(partners, cloud services, out sourced provision, etc.). 72 hours is not
a lot of time to understand and communicate the impact given the
reputational damage and monetary fines could be significant.

R eq uireme nt fo r a DPO
The Regulation requires organisations to implement a wide range of
measures to reduce the risk of their breaching the regulations and to
prove that they take data governance seriously – with a requirement to
put a Data Protection Officer (DPO) in place if you are processing data
at scale.
There are more onerous restrictions regarding consent in profiling and
decision making using personal data. Controllers have a wider range
of obligations around restricting data that is being challenged and
informing others using that data that it is restricted.
Transfers of personal data to recipients in “third countries” (i.e. outside of
the European Economic Area) continue to be regulated and restricted.
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“Charities that aren’t starting to engage with the promise, and
threat, of an increasingly digital future run the risk of sleepwalking towards
a precipice. Charities planning for the future based on today’s circumstances
are likely to find themselves not just outpaced by change, but obsolete.
Digital technology presents perhaps the greatest threat to today’s civil
society. but it is also its greatest opportunity, ready to be harnessed by
the leaders of tomorrow.”
NP
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6 K E Y I M PA C T S T O C H A R I T I E S
1

Con sent

Is likely to be one of the main areas to address as you are likely to have a large
amout of personal data that you are storing or processing that you will have to
ensure complies to the regulations.
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Af f ir mat ive a c tio n to in d ic ate co n sent

The person must be required to do something to confirm they consent, by
submitting a form or ticking a box for specific areas of consent.
The absence of action cannot be used here.
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Freely given

The person must give their consent without force, ie they have a choice, and do
not have to give unnecessary details to undertake the transaction.
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I n for me d

It must be clear to the person exactly what is being asked, why, and how they
opt-in or out. Plain English is key.
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Spec ific

Related to condition 2, the consent given will be specific to the processing stated
at time of consent, and cannot unreasonably be changed later without further
consent. Depending on the amount and type of data held, you may have to go
back to the owners of the personal data to ensure consent is obtained.
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Data M a na g eme nt

Is likely to be high in the priority list. Not only what you have and how secure it is,
but also what third parties you interact with using personal details and also how to
respond to new requests that are part of the regulations.
w w w.transformfoundation.org
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W H AT N E X T ?
6 Prac tica l steps
This may seem like a headache or an impossible task, but the way of thinking of
this should be an evolution of your business – as being close to your volunteers,
beneficiaries or donors is likely the most important aspect of being able to deliver
value. The right level of insight and leverage of these details allows you to run and
expand your ability to serve them.
The 6 practical first steps in this journey to manage personal information are:

1

Wh o k nows most
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R e s po n d to bre a c h i n 7 2 h o u r s . .
. . o r 4 % i n co me r i s k

4 En ga ge a th i rd pa r t y

- about what personal data you hold and process? Get them to document
where it is and how it is used.

- that has experience in the legal, compliance and other changes required to manage
the regulations that are coming through.
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5 D evelo p yo u r a ppro a c h

Un de rsta nd the pro cesses

- that leverage this data and whether they utilise third parties, cross boarders,
drive decisions, etc.

- to making the changes, which are likely to be in the spaces of employee
understanding, data management, organisation and governance, contracts with third
parties, levels of responses to requests, etc.

3 D eter mine the r isk s

6 Fo cu s o n th e bi g g e s t r i s k s f i r s t

- you may have in using this data – access, security, processors, etc to start to
understand the areas you may need help with.

- understand that this is a journey that will evolve over time to become business as
usual, where you will always have to keep an eye out for changes in the data you hold
and how you manage it.
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I M PA C T S T O C H A R I T I E S
Un ders t a nding individu a ls
There are new rights for the individual to understand, these include:
- What data you hold about them,
- to provide this to them within a set period,
- to demonstrate who sees it,
- how it is used and
- what decisions may be taken with it.
Individuals have the ‘right to be forgotten’ and a ‘right to object’ to their
details being used, transferred or held.
This makes the control of the data and the interactions you have with third
parties key in being able to manage the requests that might be made of you.

O th er key po int s o f co n sid erat io n
There are a number of other areas that will need to be addressed such as:
- Validating who are your data processors and your contracts with them.
- Updating your technology to ensure data is tagged effectively.
- Enhancing your security and governance to deal with breaches, etc.
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C onclusion
A n ew o ppo r tunit y
This legislation is coming and this should be treated as an opportunity to look at your
organisation to understand what opportunities you may have in not only meeting some
compliance criteria – but really understanding your volunteers, employees, beneficiaries,
and donors.
These are what makes your organisation thrive and this is the time to get closer to them
and enhance the trust you may build with them.
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